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BBepneHue

CucTeMbl BbISIBJIEHUS MPU3HAKOB KOMMbIOTEPHbIX aTak U 0bHapy>XxeHns ceTeBbIX
BTOPXXEHUN AN NHPOPMALMOHHBIX CUCTEM y)XKe NaBHO NPUMEHSAIOTCA B KayecTBe
KJII04EBOIr0 N3 HeobxoamMbIx pybexxenn 060poHbI MHPOPMALLMOHHbBIX CUCTEM.
Pa3paboTynkamm cmctem 3aWnMTbl MIHPOPMALMU U KOHCY/IbTAHTaMM B 3TON obnactu
AKTUBHO MPUMEHSAITCHA TakKne NoHATUSA, KaK 3almMTa no nepumeTpy, AMHaMu4eckas v
CTaunoHapHas 3awmTa. NoMMMOo 3TOro, CTanu NoABAATLCA COOCTBEHHbIE TEPMUHDI,
Takume Kak, Hanpumep, NPOakKTUBHbIE CpeACcTBa 3allMnThl.

NccnepoBaHmsa B 06nacTn obHapy>XeHUsa aTak Ha KOMMNbOTEPHbIE CUCTEMbI N CETU MO
bosnblIOMY cHeTy BefyTCA 3a pybexom yxe 6onee 25 net: nccnenyoTca NpUsHaKky aTak,
a TaK>Xe 3KCMayaTUpyrTCca u pa3pabaTbiBaloTCa cpencTtBa U MeToabl 0OHapyxeHus
MOMNbITOK HECAHKLNOHUPOBAHHOIO MPOHUKHOBEHUSA Yepe3 CUCTEMbI MEXXCETEBOMN
JIOKaJIbHOM 3alNTbl — Ha (PU3MNYECKOM W1 JIOFTMYEeCKOM YPOBHAX. Ha camom pene cioga
MO>XHO OTHECTM B TOM 4Yucne nccnenoBaHusa B 061actm no60YHbIX 3NEKTPOMArHUTHbIX
N3/TY4EHUN N HAaBOAOK, TaK KaK 3JIEKTPOMArHUTHbIA TaMMepPUHr MeeT CBOU NpsiMble
aHasIorn B y)xe cTasLuen obbl4HON A9 PAOOBOr0 KOMMbIOTEPHOIr0 NOJib30BaTeNS
ceTeBOW cpene. Ha poCCUNCKOM pbIHKE LUMPOKO NpeacTaBsieHbl KOMMepYecKmne cCucTeMsl
obHapyXeHna aTak N BTOPXXEHUN OT MHOCTPaHHbIX KOMMNaHU, Takux Kak NetPatrol, ISS
RealSecure, Cisco, Snort n gpyruve, n B Toxxe BpeMs rnpakTU4eCckn He npeacTaBsieHbl
KOMMNJIEKCHbIE pelleHns oT pa3paboTynkos U3 Poccun. JaHHbIN acnekT Bbi3BaH TeEM, 4TO
MHOIrMe oTe4yecTBEHHbIE pa3paboTYNKM U nccnegoBaTesIn peasn3yoT CUCTEMSI
obHapyXxeHna aTak C COXpPaHEHNEM aHaJIOrMM TUMOBLIX PELUEHUN N apXUTEKTYP YxKe
N3BECTHbIX CNCTEM, HE CTapasiCb 0CO6eHHO yBeMNYNTb IPPEKTUBHOCTb MPEBEHTUBHOIO
obHapyxeHunsa aTak N anropnTMOB pearnpoBaHnsa Ha HUX. KOHKYpPEeHTHbIe
npenmyLlecTBa B JaHHOM CEerMeHTe POCCUNCKOro pblHKa AOCTUratoTCca 06bI4YHO 3a cHeT
CYLLECTBEHHOI0 CHMXXEHUS LieHbl U HagexXa Ha CTpeMJieHue NokynaTenenm K nogaepxke
OTeYyeCTBEHHOro Npon3BoanTens.

Ha cerogHAWHNN feHb cuCTeMbl 0OBHapy>XeHNs aTakK N BTOPXXEHUI 0BbIYHO ABASOTCSA
annapaTHO-NPOrPaMMHbLIMWN UK MPOrPAMMHbLIMUN PeLleHNAMN, KOTOPble aBTOMaTU3NPYIOT
NpoLecc KOHTPONA NPOTEKALWMNX B KOMMNBIOTEPHON CETU NN cucTeme cobbiTun, a
Tak>Xe CaMOCTOATENIbHO aHaNM3UPYIOT AaHHble COObITUS C LIeNbio MOUCKa NPU3HAKOB



npobnem 6e3onacHOCTW. Tak Kak KOJIMYECTBO Pa3/iMyHbIX cnocoboB 1 TUMOB
OpraHn3aunmnm HeCaHKLUMOHUPOBAHHbIX MPOHUKHOBEHU B Yy>XXKNEe KOMMNbIOTEPHbIE CETU 3a
nocsiegHne rogbl 3HAYNUTESIbHO YBEINYNIIOCH, CUCTEMbI OOHAPYXKEHUS aTak CTanu
HEe06X0ANMbIM KOMMOHEHTOM MHMPACTPYKTYpPbl 6€30nacHOCTM 6ONbLUNHCTBA
opraHusauuin. 3ToMy cnocobCcTByeT OrpoOMHOE KOIMYECTBO INTEPaTypbl N0 AAaHHOMY
BOMPOCY, KOTOPYIO NMOTeHUMabHbIe 3/I0YMbILLINIEHHUKM BHUMATENIbHO M3Y4aloT, @ Takxe
BCce 6oJsiee n3oLWpeHHbIE MEeTOAbl U CJIOXKHbIE MOAXO0Abl K 06HaPY)XEeHMIO NOMbITOK B3JIOMa
NHPOPMALMOHHbIX CUCTEM.

CoBpeMeHHble cMcTeMbl OBHapyXeHNA BTOPXXEHUN UMEIOT Pas/INYHYI0 apXUTEKTYPY.
Knaccndpukaunm cucteMm obHapy>XeHus aTak cienyeT yaesnTb oTAe/IbHOe BHUMaHue,
TakK KakK 4acTO MCNOoNb3ysa 0bLLenpuHATYI0 Knaccudukaumno cncteMm obHapyXeHus aTak,
crneuvanncTbl NPUHNMAIOT peLlleHne 0 TOM, KaKOW U3 NporpaMMHbIX NPOAYKTOB
NPUMEHUTb B TON UAUN UHOW CUTyauunn.

Ha OaHHbIN MOMEHT CyLlecTBYeT AesieHne BCeX CUCTEM Ha JIOKaJIbHbIE N CeTeBbIe.
JlokanbHble cncTeMbl 0BHapPYy>XXeHMS aTak pa3MeLLaloTCa Ha OTAENbHbIX HYXKAAOLWMXCSA B
3allMTe KOMMbIOTEPaX U aHaNN3NPYIOT pasinyHblie COObITUSA, TaKMe Kak NporpamMMHble
BbI30Bbl N OENCTBMUSA Mosib3oBaTens. CeTeBble CUCTeMbl 06bIYHO YCTaHaBAIMBAOTCA Ha
BblAENIEHHbIX OJ1 3TUX Lenen KoMnbloTepax Ans aHam3a Tpaduka, LMPKYJNPYOLWEro B
NTOK@NbHOW BbIHUCINTENBHON CeTU. Tak)Xe pa3inyaloT MeToanku obHapyxeHus
3/10YMbILLJIEHHOrO N @aHOMaJIbHOrO MOBEeAEHNS MOb30BaTeNeN.

CucteMbl 06Hapy>XeHNs aHOMaJIbHOro NOBEAEHNA OCHOBAHbI Ha TOM, YTO CUCTEMbI
0BHapy>XeHNA aTakK U3BECTHbI HEKOTOPLIE MPU3HAKK, KOTOPbIE XapaKTepusytoT
AoNycTMMoe unu npaBuibHoe nosegeHne ob6bekTa HabnogeHus. MNon NpaBUIbHBIM UN
HOPMaJibHbIM NMOBEAEHMNEM NMOHMMAIOTCHA AENCTBUSA, KOTOPbIE HE NPOTUBOPEYaT NONTUKE
6e30MacHOCTM 1 BbINOAHATCA 06beKTOM. CucTeMbl 0OHaPY)XEeHUSA 3710y MbILLJIEHHOI O
noBeneHnst OCHOBaHbl Ha TOM, 4YTO 3apaHee N3BECTHbl HEKOTOPbIE NPU3HaKK, KOTopbIe
XapaKTepPU3yT NOBEAEHNE 3/I0YMbILLU/IEHHWKA. DKCNEPTHbLIE CUCTEMbI ABAAIOTCS
Hanbosiee pacnpoCcTpaHEHHON peann3aunen TeXHONOrnm obHapyXeHuns
3/10yMbILLJIEHHOI O MOBEAEHUS.

Llenbto gaHHOW paboTbl ABNAETCHA U3yYeHne pa3HOBUOHOCTEN BUOOB 1 Yyrpo3
nHdopMaumoHHON Be3onacHOCTM N MmeToaoB 6opbbbl C HUMN.

Ob6bEKTOM MUCCefoBaHNA ABASETCS NMoHATNE yrpos H6e3onacHOCTK B LEIOM, npeamMmeToMm
ncariegoBaHMA - TEXHONOIMNN 06Hapy>KeH|/|;| OdaHHbIX YIrpos3.

B paMKax MccnenoBaHUA pacCMOTPEHbI 3a4a4u:



paccMoTpeHmne Kiaccuurkaumum cCeTEBbIX aTak;
n3yyeHne mMeToaoB obHapyXeHNa ceTeBbIX aTak;
Knaccmdumkauma cuctem obHapyXeHus aTak;
0630p METOZI0B pearnpoBaHns Ha aTaku.

1. Knaccudpumkauma ceTeBbiX aTak

S deKkTnBHANA 3alMTa OT NOTEHUMANIbHbLIX CETEBbLIX aTak HEBO3MOXXHa b6e3 nx
AeTanbHOM Knaccndukaumm, kKotopas obnerdyaeT 3agadvyy NPOTUBOAENCTBUSA UM U UX
BblsiB/ieHMe. Ha cerogHAWHNN aeHb N3BeCTHO 60/blIOe KONNYECTBO Pa3/INYHbIX TUMOB
KnaccupurkaynoHHbIX NPU3HAKOB. B KayecTBe Taknx npusHakoB MoXXeT 6bITb BbIOpaHo,
Hanpumep, pasgesieHne Ha akTMBHbLIE N NAaCCUBHbIE, BHYTPEHHME U BHELLHME aTaKMu,
HeyMbILWJIEHHbIE N YMbIWIEHHbIE U Apyrue nogobHble Knaccudukauun. K coxxanenuo,
HeCMoTps Ha MaJsio NPUMEHMMOCTb Ha NPAKTUKE HEKOTOPbIX N3 CYLLECTBYHOLWNX
Knaccudukaymin, oHM akTUBHO UCMONb3YIOTCA Npu Bbibope cucTteMbl 0OOHapyXeHns aTak
N nx akcnayatauumun[l] [1].

1.1. Knaccucpukauusa lNurepa Menna

PaccMoTpeHume CyLecTBYOWMX KNacCnpurkaumm cTont HadaTb € paboTbl Nntepa Menna
noa Ha3BaHMeM: «KOMMNbIOTEPHbIE aTaKM: YTO 3TO U KaK UM NMPOTUBOCTOATL». B aTON
paboTe BCe BO3MOXXHbIE CETEBbIE aTaKN AENATCA Ha clefyowme TUnbl:

e yOaneHHoe NPOHNKHOBEHME npeacTaBnaseT cobon Tun aTak, NO3BOAAIOLLLMX
peann3oBaTb yAalleHHOEe yrnpaBJsieHne KOMMNbITEPOM Yepes CeTb; B KavyecTBe
MPMUMEPOB MOXXHO MPUBECTU aTaKM C UCNOJIb30BaHMeM nporpamm BackOrifice nnm
NetBus;

e JIOKaJIbHOE NPOHNKHOBEHME ABISETCHA TUMNOM aTak, NPMBOAALLNX K MOSYHEHUIO
HECaHKLMOHNUPOBAHHOIO AOCTYNa K y3J1y, Ha KOTOPbIA OHW HanpaBsJieHbl; B Ka4YecTBe
npuMepa MOXXHO NPUBECTU aTaKy C NCNOJIb30BaHMEM nporpamMmmbl GetAdmin;

e yaaJIEHHbIN OTKa3 B 006CNYy)>XMBaHNN ABNAETCHA TUMNOM aTak, NO3BOJAOWNM
HapyWnTb PYHKLNOHMPOBAHMNE CUCTEMbI B paMKax rnobasbHON CeTu; B Ka4yecTBe
npUMepoB MOXXHO NpueecTn atakun trinO0 nnu Teardrop;

e JIOKaJIbHbIN OTKa3 B 00Cy>XUBaHUWN ABNASETCS TUMNOM aTak, MO3BOASIOWMM
HapyWwWnTb PYHKLNOHMPOBAHME CUCTEMbI B paMKax JIoKaJibHOW ceTu. MNpumepom
TakKoM aTakun BNSETCH 3anyCK U BHegpeHne BpakaebHon nporpamMmbl,



3arpy>katoLlen LeHTpaibHbIM npoueccop 6eCKOHEeYHbIM LIMKJIOM, NMPUBOAALLUM K
HEBO3MO>XXHOCTN 06paboTKM 3anNpoCcoB APYruX MPUIOKEHUN;

aTakKu C UCNOJIb30BaHMEM CEeTEBbIX CKaHEepPOB ABNAIOTCA TUMOM aTak, KOTopble
OCHOBaHbl Ha UCMNOJIb30BaHMUN CeTEeBbIX CKaHepOoB, NpeacTasnsaoLwmnx cobon
NporpamMmbl, aHaJIN3NpPYyoLLNe TOMOJIOrM0 CETU U 0OHapPYyXUBaOLWUX AOCTYMHbIE
019 aTaKn CepBUChI; B Ka4YeCTBe NPUMepPOB MOXXHO MPMUBECTU aTaKy C
NCcnosib30BaHVeM yTUINTbl nmap;

aTakKu C UCNoJIb30BaHMEM CKaHEpPOB YA3BUMOCTEN ABNAIOTCHA TUMOM aTak, KOTopble
OCHOBaHbl Ha UCMNOJIb30BaHUN CKAHEPOB YSA3BUMOCTEN, NpeacTaBasowmx cobom
nporpamMmbl, OCYLLLECTBJIAIOLWMNE NMOUCK YA3BMMOCTEN Ha Y3/1aX CETU, KOTOpPLIE B
hanbHenweM MoryT ObiTb MPUMEHEHbI 415 peann3aunm CeTeBblX aTak; B KayecTBe
NnPUMepoB CETEBbIX CKAHEPOB MOXXHO NMpuBecTn cuctembol Shadow Security Scanner
n SATAN;

aTaku C UCNoJib30BaHMEM B3JIOMLUMNKOB Maposien ABAATCA TUMOM aTak, KoTopble
OCHOBaHbl Ha MCMNOJIb30BaHMUW B3JIOMLLVKOB Napoaen, npeactaBnsowmx cobom
nporpamMmmel, noabupatouwme naposan nosibdoBaTtesien; Harnpumep, nporpamma Crack
ana OC Unix nnu nporpamma LOphtCrack ona OC Windows;

aTaku C UCNoJib30BaHMEM aHa/IN3aTOPOB NPOTOKOJIOB ABJIAIOTCA TUMNOM aTak,
KOTOpble OCHOBaHbl Ha MCMNOJ/Ib30BaHNM aHaIN3aTOPOB NPOTOKOJIOB,
npencrtaBnsoLWmx cobonm nporpamMmmbl, «NpocayLmBatoine» cetesom Tpagumk. C mnx
MOMOLLbIO MOXKHO aBTOMaTU3MPOBaTb NOUCK B CETEBOM Tpauke Takoun
NHpOPMaLMK, KaK MHPOPMaLNIO O KPeOUTHbLIX KapTaX, naeHTUUKaToOpbl U Maposn
nosb3oBaTtenen n gpyrme nonobHele naHHble. B KavyecTBe NpumMmepamoB
aHa/In3aToOpPOB CETEBbLIX MPOTOKOJIOB MOXKHO NpuBecTun nporpaMmmbl NetXRay
komnaHun Network Associates, Microsoft Network Monitor unn Lan Explorer[2].

[aHHaa knaccuukaumsa c I'IpaKTI/I‘-IeCKOVI TOYKU 3peEHNA ABNAETCA 0OCTAaTOYHO MOJIHOW,
TaK KakK OHa OXBaTbIBaeT MNOYTUN BCE BO3MOXXHble OEeNCTBUA 3/10yMbllWIeHHWKa. Ho oA
I'IpOTI/IBO,EI,eIZCTBI/IFI ceTeBbIM aTakaM 3Ton Knaccudpmkaumm HegoCTaTo4HO, 3a CYeT Toro,

4TO ee NCMNOoJIb30BaHMe B 4aHHOM BMOE He MNO3BONSET onpenesiaTb dJIeMEHTbl CeTH,
KOTOpble NoABEP>KEHbl BO3AENCTBUIO TOW NN MHOM aTakKK, a TakXXe NocneacTems, K
KOTOPbIM MOXKEeT NpuUBeCTn yCcnewHasa peaansaunsa atak. B aTom cnydyae B aHanun3 He
BKJ1I0OYAETCSA CaMbll Ba>XHbIn KOMMOHEHT, KOTOPbIN ABASETCA MOAENbIO YIpo3
6e30nacHOCTN, C NOCTPOEHUSA KOTOPOW O0/KHbI HAYMHATLCA BCE MEPONPUATUS MO
obecneyvyeHunio 3aWnTbl UHGPOPMaumun[3] [1].

1.2. Knaccucpukaums Internet Security Systems



AHanorn4HelM Knaccuukaumm Nutepa Menna HefocTaTkoM cTpagaeT u bonee
KOMMNaKTHasa Kiaccngunkaumsa, Kotopasa npennoxxeHa komnaHmen IBM Internet Security
Systems, Inc., cogep>xallasa BCero Aulb NATb TUMOB aTak:

e MOMbITKW HECAHKLIMOHMPOBAHHOIO A0CTYyNa;
cbop nHbopmauum;

CUCTEMHbIE aTaKWu;

noao3puTesnibHast akTUBHOCTb;

0TKa3 B 06cnyxmBaHum [4].

B cBomMx npoAykTax, npeAHa3HayYeHHbIX 414 3alluThl CEpBEPOB, ceTen, n pabo4vmx
CTaHUUIM (Taknx Kak, K npmmepy, System scanner, Real Secure n gpyrue nogobbiHe)
koMnaHusa IBM Internet Security Systems ncnonb3yeT HECKOJIbKO APYruxX
KJTAaCCNPUKALMOHHbBIX MPU3HAKOB BO3MOXXHbIX CeTeBbIX aTak, 6onee 3(hPeKTUBHbIX C
TOYKWN 3PEHMSA 3aWNTbl OT BTOp)XeHUn. Onuwem nx nogpobHee.

1. Knaccndumkaumsa no cteneHn pucka nmeet 60sbLIoe NpakTUYeCKoe 3HaYeHune, 3a
CYeT BO3MOXXHOCTU paHXMUPOBaHMSA ONAaCHOCTEN aTak No TakKMM KJlaccaM, Kak:

o BbICOKNI KNlACC, NPU KOTOPOM, YCrNeLwlHas peaansauns aTaku no3sonseT
aTakylwemMy HeMeOJIeHHO NOoNYy4YUTh NpaBa agMUHUCTPaTopa, A0CTyn K
MalnHe nnnm obonTn MmexxceTeBble 3KpPaHbl. B KayecTBe NPUMEPOB MOXXHO
NPUBECTMU aTaKy, KOTOpas OCHOBaHa Ha UCMO/b30BaHUM OWNOKKN B
nporpaMmMmHoM obecneyeHnn Sendmail n No3BoNseT aTaKkyWeMy UCMONHATb
nobyto KomaHay Ha cepsepe;

o CpefHnIn Knacc, Npy KOTOPOM ycnelwHasa peanam3aumsa atakm noTeHunaabHO
MOXXEeT [AaTb aTakKyllweMy A0CTYN K MawmnHe. B ka4ecTse npMMepoB MOXHO
npuesecTun ownbkn B cepsepe NIS, KOTopble MO3BONAIT aTaKyloLWeMy MOJyYnUTb
hainl C roCcTeBbIM Maposiem;

o HU3KUW KJlacc, Npyv KOTOPOM yCrneLlHasa peanm3aunm atakm acT aTakylowemy
BO3MOXXHOCTb NoJay4nTb obnervyawowme 3agady B3sioMa ceefeHuns. B kavecTtse
NnpPUMepoB MOXXHO MPUBECTU NCMOJIb30BaHMe cepBuca finger, ¢ nomMoLbio
KOTOPOro aTaKyoLMn MOXXeT onpenennTb CMUCOK MNoJsib30BaTeNlen cepeepa U
NoMbITaTbCA NOJIYYNTb AOCTYM K MallMHE C UCMNOJIb30BaHMEM aTaKu No
c/ioBapio.

2. Knaccudgumkaumsa rno Tuny aTakm No3BoaseT CyAUTb O TOM, MOXXET Jin aTaka bbITb
ocyuiecTB/ieHa TOJIbKO JIOKAJIbHO U yAaNleHHO:

o ocyulecTBsiseMble yaaNeHHOo;

o ocyLlecTB/iieMble NNIOKaJIbHO;



3. Knaccugumkaums rno nogBep>XeHHOMy OaHHOW aTake nporpaMMHoMy obecrneyenuio.
Hanpumep: Microsoft Internet Explorer.

KpomMe Toro, CywecTByeT KjacCcudunkauma no xapakTepy UCNosib3yeMblX B aTake
0EencTBun:

e "YyepHble xoObl" — aTaky, KOTOPble OCHOBaHbl HA UCMOJIb30BaHUN
HeO4OKYMEHTUPOBAHHbLIX pa3paboTynkaMm BO3MOXKHOCTAX NPOrpaMMHOro
obecrneyeHmns, MMeLLMX BO3SMOXXHOCTb NMPMBEAEHUS K BbIMOJIHEHMIO MOJIb30BaTENEM
HeCaHKLMOHMPOBAHHLIX OMepauninn Ha aTaKkyeMoM cepBepe;

e aTakM TuNa "0TKa3 B 06CNy>XMBAHMN" — aTaKM, KOTOPblIE OCHOBAHbI Ha
NCNoJsIb30BaHUN OLLINOOK, MO3BOIAOLLMX aTaKyLweMy caenaTb Kakon-nmbo cepeep
HeOOoCTYMNHbIM AN NerMTUMHbIX NOJib30BaTeNen;

e pacrnpepneneHHble aTaku Tuna "oTkas B 06cny>XmBaHMn", npm KOTOPbIX HECKOJIbKO
nporpamMm nauv rnosib3oBaTesnienn NocbiNatoT 60/bLIOEe KOMNYECTBO PUKTUBHbBIX
3arnpocoB Ha cepBep, NpUBOASA ero TeM CaMbiM B Hepabo4yee cocTosHME;

e HEaBTOPM30BaHHbIN OOCTYI;

e MOTEHUMaNbHO He3almnuleHHasa onepaunoHHasa cncrtemalsl.

K HepgocTaTKaM OaHHbIX KNaCcCUPUKALMOHHBIX MPU3HAaKOB MOXXHO OTHECTM TO, YTO OHU
He NO3BOJIAIT ONUcaTb Lesb N NoCNeacTBns atakn. K npumepy, KnacCupukaunoHHbIN
MPU3HaK rno xapakTepy OeNCTBUN COOEPXKUT [ABa KJlacCa aTaK TUMNa «0TKa3 B
0b6Ccny>XMBaHNM», HO BMeCTe C TEM He COOEPXKUT KJ1aCcCoB, OMUCHIBAIOLLIMX aTaKN,
HanpaBJ/ieHHble Ha nepexsaT Tpadukal6] [1, 2].

1.3. Knaccudpukauma Nessus

B knaccmdpukaumm, ncrnosib30BaHHOM B U3BECTHOM NporpaMMHoM npoaykTe Nessus,
KOTOpPbIN NpeaHa3sHavYeH Ans aHanmsa 6esonacHoCcTu cepBepos, bbbl NpUMeEHeH
OTJINYHBIN OT MpeablayLwmnx Knaccnpumkaumm nogxon. B Hem ncnonbsyercs
Knaccudukaymsa "no xapaktepy ya3BmmMocTun", roe bepercs ncnosb3lyemas gns
peanusauunu aTakm ya3BMMOCTb:

e ownbku B CGI ckpunTax;

e "4YyepHble xoabl";

e OWINOKKM B NporpamMmmax — FTP-cepBepax;

e aTaku TunNa "oTKas B 0b6cny>xmBaHmumn";

e OLLINOKKM B peanmsaunm MexxceTeBbliX SKPaHOB;



e Ha/IM4yMe Ha KoMMbloTepe cepBuca Finger nnm owmnbkn B peanunsyowmx 3sToT CepBuUc
rnporpamMmmax;

e OWKNOKM, KOTOPbIE NO3BOJIAIOT aTaKyloWeMy yaaneHHO Nosy4nTb Npasa
agMUHNCTpPaTOpPa;

e OLLINOKK, KOTOPbIE MO3BONAT NMEKLLEMY TEPMUHAJIbHbIA BXO Ha cepBep
rMoJsib30BaTesIlo NoJNy4YUTb NpaBa aAMUHUCTPATOPA;

e YS3BMMOCTU, KOTOPbIE NO3BOJNIAIOT aTaKylowWweMy yaaneHHOo noay4nTb aobon dann c
cepsepa;

e OWNOKKM B NporpamMmMmax — SMTP-cepBepax;

e oWNBKKM B Nnporpammax — RPC-cepBepax;

e owINbKKM B NporpammMmax — NIS-cepsepax;

e HEencnoJsib3dyemblie CepBUCHI

e He BOLIeALIVe B ApyrMe KaTeropum npoyme owmnbKku.

KpoMe Toro, no Tuny NporpaMMHON cpedbl OHU MoApa3nensaTcs Ha:

e YSA3BMMOCTW B ONpefesieHHOM CEPBUCE;
e YA3BMMOCTU B ONpefeneHHOM nNporpaMMHoM obecnevyeHunn;
e YA3BMMOCTW B OnepaunoHHON cucteme [71.

C uenblo onpeneneHns ysa3BMMOCT B ONepaLMoHHON CUCTEME UCMOJIb3yeTCs NapaMeTp
Host/OS, ya3BMMOCTU B onpeaeneHHoOM nporpaMMHoM obecrneyeHn n B KOHKPETHbIX
cepBUCax KNacCupuumMpyrTCs rno rpynnam.

B oaHHOM Knaccndukaumm, Nno CpaBHEHUIO C Npeabigywmnmmn, bonee aetanbHO
npopaboTaHbl aTaknN, KOTOPbLIE NCMOJb3YIOT YA3BUMOCTU B CETEBOM, NPUKIALHOM U
CUCTEMHOM MporpamMMmHoM obecnevyeHnn. Ho gaHHasa Knaccudukayumsa He oxBaTbiBaeT
BCeX CYLLEeCTBYIOLWMNX CeTeBbIX aTaK. 3a npenesiaMm pacCMOTPEHUA OCTalTCA Takme
onacHble aTakK, Kak HanpassieHHble Ha ceTeBoe obopyaoBaHMe aTaku, nepexeaT
OaHHbIX N aTakn Tuna "oTkas B obcnyxmBaHunmn". NosoXXKnNTenbHON 4YepTON AaHHOWN
Knaccnmnkaumum senaseTca Haamyme Kiacca " He Bowlealne B Apyrue Kateropum npoyume
owmnbkun", Tak Kak bnarogaps 3ToMy KJaccCy AaHHaga Knaccmdpumkaumsa dopmasnbHO
npuMeHmnma K ntobon, B TOM Yncsie HoBoW, aTake. Ho, C Apyron CTOPOHbI, 3TOT KJlacC He
HeceT MoJib3bl, MOCKOJIbKY HE COOEPXKUT HUKAKOW O0MOJIHUTENIbHON MHGopMaumn[8l].

Kak BUOHO 13 NpuBeAeHHbIX Bbllle KJacCumnKaumm, aseko He BCe OHUN ABAKTCA
MOJIHbIMW. B HEKOTOPLIX C/ly4asax No4 BUAOM eAMHON Knaccndpukaumm genaertcs
nonbiTKa 0bbeaNHEHUS HECKOJIbKNX NPOBELAEHHbIX MO Pa3HbIM XapakKTePUCTUYECKNM
rnapameTpaM Knaccngpmkauunmn.



MosiB/IeHME HOBbIX aTaK NMPUBOAUT K CHUXXEHUIO 3DPEKTUBHOCTY NMPUMEHEHUS
CYLLLECTBYOLLMX KNaccudmkKaLnii, NnodToMy Ux NCNosib3oBaHne 6e3 BHeECEHUS N3MEHEHMI
He NpeACcTaBAsAEeTCSA BO3MOXHbIM. [laHHas cMTyauums 06bsACHAETCA OrPOMHbIM
KOJIMYECTBOM Pa3JINYHbIX CETEBbIX aTakK U MOCTOSSHHbLIM NOSAB/AEHNEM HOBbIX aTak,
HEKOTOpPble N3 KOTOPbIX HE MOAYMHSAIOTCS KPUTEPUSM CYLLLECTBYOLLINX KIAaCCMPUKALWNA.

Takum ob6pa3oM, NpUMeHeHMe CYLLLeCTBYOLLMX KNacCuUKaLni Henb3s Ha3BaTb
paunoHanbHbIM. CyllecTByeT 06beKTMBHAA HEO6X0AMMOCTb B CO34aHNN HOBOW rMBKOM
KNaccMUKaLNOHHOM CXeMbl BO3MOXXHbIX CETEBbIX aTak, MOCTPOEHHOWN C Yy4eTOoM
yKa3aHHbIX Bbille HegocTaTkoB[9] [2, 3].

1.4. Knaccucpukauuna Munocnasckoum m Toncroro

N3 oTevyecTBEHHbIX BapnaHTOB Hanbonee KpaTkasa n MHPOpPMaTUBHaAsA Klaccudukaumns
npueefeHa B KHUre Tonctoro n MmnocnaBckon. B Hen Bce cucTeMbl ODHapy>XeHUsa aTak
0enaATca Ha MMHUMaJIbHOE KOJIMYEeCTBO KaccoB. V3 Taknx KsacCcoB MOXXHO Ha3BaTb
OeNeHne Ha akTUBHbIE 1 MAaCCUBHbIE aTaKu MO NOBeAeHnIo nocsie obHapyXeHus,
AeneHne atak rno pacrnosioXXEHNIO NCTOYHUKA pe3ysibTaToB ayanTa B perncTpaunoHHbIX
hannax xocTa UM ceTeBbIX NakeTax, AeJ/ieHNne aTak Ha NoBeJeHYeckue um
WHTenneKTyasbHble No MeToay obHapy>XxeHna[10].

HaHHaa kKnaccupukauma Hamayywmnm obpasom NoAxXoAUT At MOCTPOEHUS NEePBUYHbIX
PUNbTPOB CUCTEM OOHAPY)XXEHUSI aTak, MOCKOJIbKY NMO3BONAET OTBETUTb Ha BOMPOC O
TOM, KaK OOJIKHbI pa3/inyaTb aTakn, KaKk UMEHHO CUCTeMbl 0OHapy>XeHNs aTak
aHaANN3NPYIOT MHOPMALINIO, KaKMe TEXHOIOrMK A1t 3TOro UCnonb3oBaTb[11] [1, 4].

2. TexHonormm obHapy>xeHUa aTak

NHpopMaUVOHHbIE N CETEBbIE TEXHOJIOMMN MEHSAIOTCA TaK BbICTPO, YTO CTaTUYHbIE
3alLUTHbIE MEXAaHU3MbI, K KOTOPbIM OTHOCATCHA CUCTEMbl ayTEHTUPMKaunm, M3, cncrtemsl
pasrpaHMyYeHmnsa OOoCTymna BO MHOMMX Ciy4asax He MoryT obecneunTb ahheKkTnBHOM
3aWwmnThl. Mo 3Ton NpuvnHe TpebyloTCcAa AUHaAMUYEeCKMe MeToAbl, KOTOpblie NO3BOSAIOT
onepaTMBHO NpeaoTBpalLaTh N 0bHapyXMBaTb HapylleHnsa beszonacHocTn. OgHoM M3
TEXHOJI0r 1, KoTopas rno3BonaseT obHapyXMBaTb HapPYLUEHUS, HE UMeloLLMe
BO3MOXXHOCTU ObITb AEHTUDNLMPOBAHHBIMU MPX MOMOLLM TPAANLUNOHHbBIX MOOENEN
KOHTPOJIA A0CTYyNa, ABNAeTCHA TexHoN0rnsa obHapyXeHuns aTak.



Mo cywecTBy, Npouecc obHapyXeHus aTak ABMSeTCA NPoLeCcCOM OLEHKN
noAo3puUTeNIbHbIX EeNCTBUN, NMPONCXOLSALLMNX B KOpnopaTMBHoM ceTun. MHa4ve rosops,
obHapy>XeHune aTak ABAeTCA NPOLECCOM pearmpoBaHusa U nAeHTUGnKaummn
NOAO3PUTENBLHON OeATeNIbHOCTU, KOTOpas HanpaBJ/ieHa Ha CeTeBble NN
Bbl4NCAUTENbHbIE pecypcbI[12] [2].

2.1. MeToAabl aHanu3a ceteBom nHpopmauum

IPPEKTUBHOCTb CUCTEMbI OBHapPY>KEHNA aTak BO MHOFOM 3aBUCUT OT NPUMEHSEMbIX
MeTOoOO0B aHaM3a Noay4YeHHon nHhopmaunn. B nepBbix cncteMax obHapy>XeHuns aTak,
KoTopble bbinn pa3paboTaHbl B Havane 80-x rogos 20 BeKa, MCNOJ1b30BaIMCb
cTaTUCTUYeckne Mmetoabl 0bHapy>XeHnsa aTak. B HacToswee BpeMs K CTaTUCTUYECKOMY
aHann3y pobaBmacsa pag HOBbIX METOAUK, HAaYMHAA C HEYETKOM JIOFUKM N SKCNEPTHbIX
CUCTEM N 3aKaH4YMBas UCNOJIb30BAaHNEM HENPOHHbLIX ceTen[13] [5].

2.1.1. CtraTucTtnyecKkum MmeTton

OCHOBHbIM MPENMYLLIECTBOM CTAaTUCTUYECKOr0 NOAX0Aa SBSETCSA UCMOJIb30BaHNE YXKe
3apekoMeHaoBaBLUero cebs pazpaboTaHHOro annapaTa aganTauus K NoOBeAeHUIo
CcyObeKTa U MaTeEMaTUYECKON CTaTUCTUKM.

CHavana onsa scex cybbekToB aHaIM3npyemMon CUCTEMbI OnpenensaTcs npounin.
JTloboe OTKNOHEeHME UCNoJIb3yeMoro nNpoduasa OT 3TaJIOHHOINO CYUTaeTCH
HEeCaHKUVWOHNPOBaHHOWN AeATe/IbHOCTbIo. CTaTUCTUYECKUe MeTOoAbl YHUBEpPCasibHbl, Tak
KakK 0 nposefeHUs aHanmsa He TpebyeTcsa 3HaHMA 0 BO3MOXKHbIX aTakax 1
NCMoNb3yeMblX UMW YA3BUMOCTAX. HO Npn NCNOJSIb30BaHNN 3TUX METOAUNK MOTyT
BO3HMKaTb Npobnemsbi:

o KCTaTUCTUN4HeCKne» CNCTeMbl MOryT ObITb C TEeYEeHUEM BpeMEHN <<O6y‘-IeHbI>>
HapyLwmTenamMmm Tak, 4TObbI aTakKywLine nencTens pacCMaTpuMBaJiMCb KaK
HOPMaJibHblEg;

e TPYOHO 3a4aTb NPaHNYHbIE 3Ha4Ye€HUA OTCJIEXKNBaEMbIX cucTtemMon 06Hapy>KeH|/|$|
aTaK XapaKTepUcTtmkK on4d aleKkBaTHOM VI,EI,eHTI/ICbI/IKaLI,VII/I aHOMasIbHOW
0eATeNIbHOCTN,

o KCTaTUCTUNHEeCKMNEe» CUCTEMbI HE HYBCTBUTEJIbHbI K MOPAAKY CJiedO0BaHNA cobbiTnN; B
HEKOTOPbLIX C/yHadX OOHUN N Te XKe cobbITns B 3aBUCMMOCTU OT nopAanokKa mnx
cnegoBaHMA MOIyT XapakKTepu3oBaTb MJIM HOPMaJlbHYHO, NN aHOMaJIbHYO



0eATesZibHOCTb.

CnepyeT TakXe y4UTbIBaTb HE MPUMEHNUMOCTb CTAaTUCTUYECKNX MEeTOO0B B Tex Cay4asXx,
Koraa Aasd noJsib3oBartend Turnnm4Hbl HECaHKLUMOHMPOBaHHbIE DEeNCTBUA NN, Korga ans
noJib3oBaTeJId OTCYTCTBYET wabnoH TunnyHoro noseneHuns[14] [51].

2.1.2. DKcnepTHbIEe CUCTEMbI

DKCMNepTHble CUCTEMbI COCTOAT U3 Habopa NpaBwuJsl, 0XBaTbIBAOLWMX 3HAHUSA YeJsI0BEKa-
sakcnepTa. Micnonb3oBaHMe 3KCNEPTHbIX CUCTEM NpeacTaBaseT cobol
pacnpocTpaHeHHbIn MeTod 06HapyXXeHMs aTak, NPy KOTOPOM MHGopMaLus 06 aTakax
dopmynmpyeTcs B BUae npasu. JaHHble npasuia MoryT ObiTb 3annCaHbl, K NpuMepy, B
BUAE CUFHATYPbI WX B BUAE NOC/IeA0BaTENbHOCTU AecTBUA. Mpun BbiNOAHEHUM Ntoboro
N3 3TUX NPaBUI NPUHUMAETCA pelleHne 0 HalUYUmn HeCaHKLMOHUPOBaHHOM
NedaTenbHOCTUN. BaXKHbIM AOCTOMHCTBOM TakKoro noaxoaa sBAseTcs NpakTU4yecku nosHoe
OTCYTCTBUE JIOXKHbIX TPpeBOr[15].

ba3a AaHHbIX 3KCNEPTHOM CUCTEMbI A0JIKHA cogep>XaTb cueHapum 60nblWINHCTBA
N3BECTHbIX Ha CEroAHAWHNN AeHb aTaK. DKCNepTHble CUCTeMbl TPebytoT MOCTOAHHOIO
obHoBIeHNs Ba3bl AaHHbIX C Leblo 0CTaBaTbCA NOCTOAHHO aKTyasibHbIMU. HecMOTpSA Ha
TO, 4TO 3KCMEPTHbIE CUCTEMbI NpeasiaratoT XOPOLUY BO3MOXHOCTb AJ15 MPOCMOTpa
OaHHbIX B XXypHanax peructpaunm, Tpebyemblie 0OHOBNEHNS MOMYT BbIMOHATLCA
AOMUHNCTPATOPOM BPYYHYIO UM UTHOPUPOBATBLCA. DTO NPUBOAUT, KaK MUHUMYM, K
3KCMepTHOM cnctemMe ¢ ocnabneHHbIMM BO3MOXXHOCTAMU. B xyalwem ciydae oTCyTCTBMUE
HaAsieXallero ConpoBOXXAEHNS CHMXKaeT CTeneHb 3allMueHHOCTN BCen ceTu, BBOAS ee
nonb3oBaTenen B 3abny>XxaeHne OTHOCUTENIbHO AENCTBUTENILHOIO YPOBHSA
3aWNLLLEHHOCTMW.

OCHOBHbIM HEJOCTAaTKOM SIBJISETCSH HEBO3MOXXHOCTb OTPAXXEeHNS HEN3BECTHbIX aTak. Mpu
3TOM Aa)ke HebosbLLoe N3MEHEHNE YXKe U3BECTHOW aTakM MOXKET CTaTb CEPbE3HbIM
npensTCcTBMEM OJ1 PYHKLMOHUPOBAHUS CUCTEMbI 0OHapy>XeHuns aTak[16] [4, 5].

2.1.3. HenpoHHbIe ceTH

BOJIbLUMHCTBO COBPEMEHHbLIX METOZI0B 0OHAPY)XXEHUS aTaK UCMOb3YIOT HEKOTOPYIO
¢dopMy aHanM3a KOHTPOJIMPYEMOr0 NPOCTPAHCTBA HA OCHOBE CTATMUCTUYECKOro noaxona
NN Npaeua. B kKayecTBe KOHTPOJIMPYEMOIr0 NPOCTPAHCTBA MOXXET BbICTyMNaTb CETEBOW



Tpauk namn >KxypHanbl pernctpaunn. AHanns onmpaeTcsa Ha Habop 3apaHee
onpeesieHHbIX NpaBuJs, co3gaBaeMblX CaMOn cnctemMon obHapyXeHna aTtak nnm
aAMUHUCTpPaTOPOM[17].

Jlloboe pazpeneHne aTakm cpean HEeCKONbKMNX 3710y MbILLIEHHUKOB NN BO BPEMEHU
ABNSETCH TPYAHbIM ANs obHapyXeHns Npyu NOMOLLN IKCMEPTHbIX cCUcTeM. M3-3a
bonbworo pasHoobpasmsa xakepoB M aTak Aa)ke cneumnasnbHble NOCTOAHHbIE 06HOBNEHUSA
6a3bl AaHHbIX NPaBWJ1 SKCNEPTHOMN CUCTEMbI HUKOrAa He AadyT rapaHTUM TOYHON
noeHTudnKaumm BCero gnana3oHa aTak.

icnonb3oBaHMe HENPOHHbLIX CETEN ABNSIETCSH OAHUM U3 cnocoboB NpeonosieHNs
yKa3aHHbIX NpobaemM 3KCNepTHbIX CUCTEM. B oTiM4mne oT s3KCNepTHbLIX CUCTEM, MMEKLLNX
BO3MOX>XHOCTb AaTb M0JIb30BaTEO ONnpeaesieHHbI OTBET O COOTBETCTBUMN
pacCMaTPMBAEMbIX XapPaKTEPUCTMK 3a/0)KEHHbIM B 6a3y AaHHbIX NpaBuiaM, HEMPOHHas
CeTb NPOBOAUT aHaIN3 MHOPMALIMM N NPEAOCTABASAET BO3MOXHOCTb OLLEHUTD,
COrnacyloTCs N faHHble C XapaKTeEPUCTMKaMKM, KOTOPbIe OHa Hay4YeHa pacno3HaBaTb. B
TO BPEMS KaK CTerneHb COOTBETCTBUSA HEMPOCETEBOIr0 NPeACTaBNEHNA MOXKET AOCTUIaThb
CTa NPOLLEHTOB, AOCTOBEPHOCTb BbIBOpPA MOJIHOCTbLIO 3aBMCUT OT KayYecTBa CUCTEMbI B
aHasn3e NpuMepoB NocTaBSieHHON 3a4a4m[18].

N3Ha4vanbHO HeMpoHHaa ceTb oby4aeT NpaBUIbHON NOEHTUPUKALNK Ha
npenBapuTensHo nogobpaHHom Bbibopke NpnMepos npeaMmeTHon obnactu. Peakyus
HENPOHHON CeTU aHaN3NpyeTCs, U CUCTeMa HacTpamBaeTCs Tak, 4Tobbl [OCTUYb
yOOBJ/IETBOPUTESIbHbIX pe3ynbTaToB. B AononHeHMe K HavyanbHOMY nepuopy oby4deHuns,
HenpoHHas ceTb HabupaeTcs onbiTa C Te4EeHNEeM BpeMeHU, No Mepe NnpoBeseHuns
aHan3a CBA3aHHbIX C NpeaMeTHOW 061aCTblio AAaHHbIX.

Ba>XHbIM NpenMyLLeCTBOM HEMPOHHLIX CeTeN Npun obHapy>xeHun 3s10ynoTpebneHnn
ABNAETCA UX CNOCOBHOCTb «N3y4aTb» XapPaKTEPUCTUKN YMbILLIEHHbIX aTaK U
noeHTUPUUMPOBaTb HE MOXOXKNe Ha HabnogaeMble B CETU Npexxae 3/1eMeHTbI[19].

Ka)kabin U3 onncaHHbIX MeToaoB obnagaeTt paooM HEAOCTATKOB U OOCTOUHCTB, NMNO3TOMY
cenvac MPaKTNYeCKN TPpyoHO BCTPETUTb CUCTEMY, pealn3yroyo TOJIbKO OANH N3
OMUCaHHbIX MeTo4O0B. KakK npaBuio, AaHHble MeToAbl MCMNOJIb3YHTCA B COBOKYMHOCTN[20]
[1, 3, 5].

2.2. Knaccudpumkauma cucteMm obHapy>xeHuna aTtak IDS



MpyMeHsaeMble B COBPEMEHHbIX CUCTEMaX 0bHapyxeHus aTak IDS MexaHN3Mbl OCHOBaHbI
Ha HECKOJIbKMX 06X MeToAaxX, He ABAAOLWMXCA B3aUMOUCKOYaoWwmMmMn, Bo MHOrmx
CUCTEMaX NCMOJIb3YITCA NX KOMBUHaLWN,

Knaccudumnkauyms IDS MmoxxeT ObIiTb BbIMOJIHEHA:

e N0 cnocoby BbISIBNEHNS aTaKu;

e 0 cnocoby pearmpoBaHus;

e No cnocoby cbopa nHbopmaunm ob aTake;
e 10 MeTOoAY aHanu3a nHgopmaunmn[21] [6].

2.2.1. Knaccuchmkaums no cnocody pearmpoBaHuna

Mo cnocobam pearmpoBaHuns Ha obHapy>XmMBaeMble yrpo3bl cnctemsl IDS MOXXHO
pa3fnennTb Ha ABa TUNa: akTUBHbIE WU. NACCUBHbIE [MaCCUBHbIE CUCTEMBI B C/ly4ae
noeHTunKaumum BTop>xeHnsa obbl4HO CO3Aat0T AeTallbHbIA OTHET O MPOU30LLEeaLLEM,
KOTOpPbIN BK/OYAET /IO CETEBOW aTaku, onosewatT cnyxby 6esonacHoCcTH, K npumepy,
Mo 3/IEKTPOHHOM NOYTe, N NPefoCTaBNAIT PpeKOMeHaunmn No YCTPaAaHEHNIO BbIABIEHHOW
YSA3BUMOCTU. AKTUBHbIE IDS NOMUMO BCEro BbiLLIenepeyncaeHHOro nbiTatnTCs
MPOTUBOCTOATb BTOPXXEHUID. X AencTBUSA MOryT BKJlOYaTb B cebs Kak pa3pbiB
TeKyLlero 3/;l0HaMepPEeHHOro CoegnHeHNs, Tak 1 nosiHoe BNOKMpPOBaHME aTaKyloWero
nyTeM N3MEHEHNSA KOHPUrypaunum MexxCceTeBoro sKkpaHa nam nHbim cnocobom[22].

Ha AaHHbIA MOMEHT CaMbIiM PaCcNpPOCTPAHEHHbLIM TUMOM NOAO0BHbLIX CUCTEM SABNAOTCSA
aKTuBHble IDS. Naeonormsa naccueHbixX IDS 6onee NogxoauT K CYLLECTBYIOLWMM MPOEKTaM
TnNa cmcTeM-noByLwek 1nmbo ceTenm Ha NX OCHOBE, 3aja4a KOTOPbIX NpencTaBnseT Kak
MO>XHO 60s1ee NpaBaoNoA0OHYIO IMYNIALMIO YA3BUMOW CUCTEMbI U CEPBUCOB, MPU 3TOM C
COXpaHeHMeM MOJIHOW NCTOPUKM NpoMCXoasLLero, He co3gaBas AOMNOJIHNTEIbHOMN
nperpagbl 418 HapyLwnTensa n He BblaaBas cebs. B utore ¢ BbICOKOW A0S BEPOATHOCTMU
yhaeTca onpenesmTb HOBble MeTo4bl KOMpoMeTaunm cnctemol[23] [6, 7].

2.2.2. Knaccucpumkaumsa no cnocoOy BbiABJIEHUA aTaKu

Mo cnocoby BbIABIEHUSA aTaku cucTembl IDS NPUHATO [eNnTb Ha ABe KaTeropuu:

e 0bHapy>xeHue 3noynoTpebneHuni;
e 0OHapy>XeHne aHOMaJIbHOro NoBeAEHMS.



TexHonorns obHapy»>XeHns aHOMaJsibHOro NMoBeeHNs OCHOBaHa Ha csiefyloLlemM.
AHOMasibHOe NnoBeJieHne NMoJib30BaTesNs HaCTo NPOSB/ISETCSA Kak OTKJIOHEeHe oOT
HOpPMasibHOro noseaeHuns. NMpMMepPoM aHOMaJIbHOIO MOBEAEHUS MOXKET CY>XXKUTb
BbICOKAs 3arpy3ka LeHTpasibHOro npoleccopa, 60/bLL0e YAC/IO COeANHEHMI 3a

KOPOTKMI NMPOMEXYTOK BpeMeHn 1 Apyrne nogobHble akTUBHOCTU[24].

Ecnv MOXXHO 661710 6bl 0AHO3HAYHO ONMCaTb NPOodUb HOPMaJZIbHOr0 NOBEAEHUS
nonb3oBaTens, To Ntoboe OTKIOHEHME OT HEFr0 MOXXHO NOEHTUMUNUNPOBATL KakK
aHoMasibHoe nosegeHne. Ho aHOMasibHOe NoBeAeHMe He Bcerga asnseTcsa atakon. K
npumepy, 0 4HOBPEMEHHYIO MOCbIIKY 60/1bLLIOr0 Y1UCsia 3anpocoB OT agMUHUCTPATOpa
ceTn cuctema obHapyXeHnsa aTak MOXXeT NAEHTUPULNPOBATbL Kak aTaKy Tuna «0TKas B
obcny>XnsaHum».

anI NCMOJIb30BaHNUN CUCTEMbI C TAaKOW TEXHOJIOrMEN BO3MOXKHbI ABa cniy4yad.

e 0OHapy>XeHne He ABNAILEroCcs aTakon aHOMasIbHOro NOBEAEHUSA N €ro OTHeCeHne
K KJlaCcCy aTak;

e MPOMNYCK He MoanagatoLlen noa onpeneneHne aHoMaJIbHOro NoBeAeHNs aTaku.
HOaHHbIN cnydan 6onee onaceH, 4eM OTHECEHME He ABNAILWErocs aTakon
aHOMaJIbHOIr0 NOBEeAEHMNSA K KJlaCcCy aTak[25].

TexHonorms obHapy>XeHns aHoMas il OpUEHTUPOBaHA Ha BbisIBJIEHNE HOBbIX TUMOB aTaKk.
Ho ee HepocTaTKoM fABNseTCs HeEOOXOANMMOCTb MOCTOSAHHOIO 06y4YeHus. Ha faHHbIN
MOMEHT 3Ta TEXHONOrNsA He Mojayyunia LWMPOKOro pacnpocTpaHeHms. CBA3aHO 3TO C
TPYAHOCTSIMU €e peann3aunmn Ha rnpakTuKe.

O6Hapy>xeHune 310ynoTpebneHnn 3ak4aeTcss B ONMCaHUM aTakn B BUOE CUTHATYpPbl U
NMONCKa AAaHHOW CUrHaTYypbl B KOHTPOJIMPYEMOM MNPOCTPAHCTBE. B KayecTBe CUrHATYpbI
aTaKn MOXXET BbICTYMNaTb XapakTepusylne aHoManabHY0 0eaTe/IbHOCTb CTPOKaA
CUMBOJI0B UM WabNoH AeNncTBMA. [aHHble CUTHATYPbl XPAHATCA B aHAIOrMYHON
NCNOJIb3YEeMOW B aHTUBUPYCHbIX cUCTeMax 6ase AaHHbIX. 9Ta TeXHONI0rUs obHapyxeHus
aTaK 04YeHb MoXoXKa Ha TEXHOJIOr Mo 0OHapY>XXeHMS BUPYCOB, NPU 3TOM CUCTEMA MOXXET
06HapPY>XNTb BCE N3BECTHbIE aTakn. Ho cucTtembl JAaHHOMO TUMa He MOoryT obHapy»XnBaTb
elle HeM3BEeCTHbIE HOBbIE BUAbI aTak.

Moaxond, peann3oBaHHbIM B TaKNX CUCTEMAX, JOCTAaTOYHO NMPOCT U UMEHHO Ha HEM
OCHOBaHbI MPaKTUYeCKM BCe NpeaslaraeMble CErogHsa Ha pbiHKE CUCTeMbl ODHapy>XeHns
aTak[26][6, 7].



2.2.3. Knaccucdpukauma no cnocoby cobopa
mHpopMmauumm ob aTake

Hanbonee nonynspHa knaccupunkaumsa no cnocoby cbopa nHgpopmaumm ob atake:

e OOHapy’)XeHMe aTak Ha YPOBHE NPUNOXKEHUS;
e OOHapy’)XKeHMe aTak Ha YPOBHE CceTu;
e OOHapy)XeHVe aTak Ha YpPOBHe xocTa [27].

CucteMa Ha ypoBHe ceTu paboTaeT no NpuHUMNY cHUgdepa, ocyLLecTBAAA
npocnywmBaHne Tpamka B CeTU N onpenesieHne BO3MOXXHbIX AeNCTBUN
3/10yMbILLUJIEHHNKOB. Takmne CNCTeMbl aHaIN3NPYIOT CETEBOW TpaduK, NCMOJb3YA, Kak
npaBuJo, aHasn3 «Ha JIeTy» U CUTHaTypbl aTak. MeTon aHann3a «Ha JieTy» 3akKJ/itn4aeTcs
B MOHUTOPWUHIre ceTeBOoro Tpamka B peasjibHoOM unuv 67In3KoM K peasibHOMY BpeEMEHU n
NCNOJIb30BaHUN COOTBETCTBYIOLLMX aJiIrOPUTMOB OOHapyXeHus.

CucTtemsbl Ha YPOBHE XOCTa npeagHasHa4eHbl 414 MOHUTOPWUHIa, OETEKTUPOBaAHNA N
pearmnposaHmMa Ha nencTeuns 3/10yMbILWJIEHHUKOB Ha onpeaesieHHOM xXocTe. Pacnonarasacb
Ha 3alunlaeMOoM XOCTeE, OHU BbIABNIAIOT U MPOBEPAIOT HalpaBJZieHHblIE MPOTMB HEro
nencrtend. laHHble CUCTEMBI aHaAJINSNPYIOT PETNCTPaALUMNOHHbIE XXYPHabl NPUNIOXKEHNA
nnn OI'IepaLI,I/IOHHOI7I cCncTembI[28].

Kak nNpaBuo, aHan3 XXYPHaJIoB perncTpaumm aBnsaeTcs OOMOJHEHUEM K APYruM
MeToZlaM OOHapy>XXeHMs aTak, B YaCTHOCTU K OOHApPY)XEHUIO aTaK «Ha NeTy».
icnonb3oBaHMe aHHOrO MeTo/a Mo3BoJISeT NPOBOAUTL «pa3bop NoseToB» yXKe nocse
TOro, Kak bbla 3apMKcMpoBaHa aTaka, AJis Toro 4Tobbl BbipaboTaTh 3hheKTUBHbIE
Mepbl NPeAoTBPALLLEeHNS aHAIOMNYHbIX aTak B Byayuiem.

CucTeMa Ha ypPOBHE NPUJIOXKEHUI OCHOBAHa Ha Noucke npobsem B onpeaeneHHoOM
NPUTTOXKEHNN.

Ka)kabl U3 3TUX TUMOB CMCTeM O0bHapy>XeHuns aTak (Ha YpoBHE NPUNOXKEHNS, Ha YPOBHE
XOCTa M Ha ypoBHe ceTun) nmeeTt cobCTBEHHbIE HEAOCTATKN N OCTOMHCTBA. TMbpnaHbie
IDS, KoTopble NpeacTaBasaoT cobon KoMbUHaLMIO pa3NNYHbIX TUMNOB CUCTEM, 06bIYHO
BKJIlOYaOT B cebsi BO3MOXKHOCTU HECKOJIbKUX KaTeropun[29] [6, 7, 8].



2.2.4. Knaccudpukauma no Metony aHasausa
nHdopMaLuum

Mo meTOoAy aHanu3a nHpopMmaunm IDS nendaTcsa Ha NnoBefeHYecKne, Takme Kak
HaKoMJeHne CTaTUCTUKK N OBHapy>XeHne aHOMaIMN, CUTHATYpPHbIE, @ TakXXe
KOMOUMHMPOBAHHOIO TUMa NAK CMelaHHble. CurHaTypHble IDS reHepupyoT
CPaBHUTENIbHO HEMHOIo 0T4eTOB 00 OLWNMBOYHOM AEeTEKTUPOBAHUM U BbIUFPLIBAIOT MO
CKOPOCTU aHa/IM3a BXOAHOr0 NMNoToKa, HO 6eccunbHbl Nepen elie HeEU3BECTHbIMU UM
YA3BMMOCTAMMN — B 3TOM CJlyHae KakK pa3 AO0CTAaTO4YHO yCrnewHo BbiCcTynatoT IDS ¢
NMPUMEHEHNEM aNrOPUTMOB BbIABJIEHUSA CTAaTUCTUYECKUX aHOMannin. Ho 3aTo nocnegHue
Oal0T OLWYTUMOE YMNCIIO NOXHbIX cpabaTbiBaHUN B coBepLueHHO 6e306naHbIX cuTyaunax
noscegHeBHOW paboThI[30].

CaMomn n3BeCTHOW CUCTEMON OBHapy>XEeHNS BTOPXKEHUIN Ha OCHOBE CUTHATYPHOro Noucka
be3ycnoBHo aBnsetTcsa Snort. aHHasa IDS 3aBoeBasia MHOXKECTBO noynTaTesien BO
MHOrom 6narogaps oTKpbITOMY hopMaTy XpaHeHnsa 6a3, NerkoCcTn NX NU3MEHEHUS U
BHeceHns cobCcTBeHHbIX HabopoB npaBua. B IHTepHeTe CcywecTByeT HEKOMMEPYECKNI
npoekT Bleeding Edge Threats, KOTOpbIN MNOCBALWLEH CO30aHNIO0 COOTBETCTBYOLLNX
curHaTyp anasa Snort n metogam 6opbbbl C ceTeBbIMU Yrpo3amun[31] [6, 7].

2.3. KoMnoHeHTbl U apxuTeKTtypa IDS

Ha ocHOBe aHaM3a CyLLLEeCTBYOLMX PEeLIEHUA MOXKHO NPUBECTU NnepeyeHb KOMMNOHEHTOB,
N3 KOTOPbIX COCTOUT TUMNYHAA cMcTeMa obHapy»xeHus aTak[32] [9].

2.3.1. Moaynb cnexxeHun

Monynb cnexeHus obecrnieqynsaeT cbop AaHHbLIX U3 KOHTPOIMPYEMOro NPOCTPAHCTBA,
TAKOro Kak )XXypHasia perncrpaunm nnm ceteson Tpagpuk. PasHble nponsBoanTenn natoT
3TOMY MOAYJI0 Criefytolme Ha3BaHUA: MOHUTOP, CEHCOP, 30HA U Apyrue nonobHble.

B 3aBUCMMOCTW OT apXUTEKTYPbl MOCTPOEHUSA CUCTEMbI OOHapy>XXeHUsA aTak MoAY /b
CrieXXeHunsa MoXeT bbITb PU3NYeckn oTaeneH oT oPYrnx KOMMNOHEHTOB, TO eCTb
HaxoOuUTbCA Ha ApYyrom KomnbetoTepe[33] [8].



2.3.2. NMNoacucreMma obHapy>XeHua aTak

NMoacucTtema obHapy>XeHusa aTak BASEeTCS OCHOBHbIM MOAY/IEM CUCTEMbI OBHapyXeHns
aTakK, OCYLLEeCTBASAIOWMUM aHaAn3 nHpopmMaunmn, KoTopas noayvyaeTca oT Moayns
cnexxeHwus. Mo pesynbTaTaM 3TOro aHam3a faHHaga NogcUcTeMa MOXKET NPUHUMATb
peleHna OTHOCUTENIbHO BapuaHTOB pearmpoBaHuns, COXpPaHAaTb cBeaeHns ob aTake B
XPaHUANLWE OaHHbIX, NOEHTUPULMPOBATL aTakKn MU OCYLLECTBAATb Apyrne nogobHble
nencrtena[34] [9].

2.3.3. ba3a 3HaHuM

Ba3a 3HaHWMI B 3aBUCMMOCTN OT METOA0B, KOTOPbIE NCMOJIb3YIOTCS B CUCTEME
obHapy>XeHuns aTak, MOXXEeT CcoAepXaTb CUrHaTYypbl aTak, NPodunan Nnosb3oBaTenen m
BbIYNCNNTENIbHOW CUCTEMbI UM NOO03PUTESIbHbIE CTPOKW, KOTOPbIE XapaKTepun3yoT
HeCaHKUVWOHUPOBAHHYIO AeATeNbHOCTb. ba3a 3HaHUN MOXKET NOMOJIHATLCS
nosib3oBaTesieM CUCTEMbI, MPOM3BOANTENEM CUCTEMbI OBHapPY>XXeHUs aTak UIn TpeTben
CTOPOHOW, K NpuMepy, ayTCOPCMHIOBON KOMMNAaHMEN, KOTOPas OCYLLECTBASET NoaOepPXKKY
3Ton cuctembl[35] [7].

2.3.4. XpaHunuiie gaHHbIX

XpaHunulie AaHHbIX obecrneymBaeT XxpaHeHne AaHHbIX, KoTopble cobpaHbl B NpoLiecce
PYHKLUMOHMPOBAHMS CUCTEMbI 0BHapy>xeHus aTak[36] [6].

2.3.5. N'pacdhmyeckumn nurepdcenc

Haxke o4eHb 3hheKTUBHOE N MOLLLHOE CPenCcTBO He ByaeT Ucnosb3oBaTbCA B Cliy4ae,
Korgay Hero OTCyTCTBYET APYXEeCTBEHHbIN nHTepdenc. B 3aBucMmMoCcTn oT
onepaumMoHHOW CUCTeMbI, Mo yrnpaBieHneM KOTOPoOn (PyHKLMNOHUPYET CMcTeMa
obHapy>xeHuns aTak, rpadpu4eckmn NHTepenc ooKeH COOTBETCTBOBAaTb CTaHAapTaM
ne-thakTo ana Windows n Unix[37] [8].

2.3.6. MNopacucrema pearnpoBaHuA



Noaocmncrtema pearnpoBaHMsa OCYLLECTBASET pearmpoBaHne Ha obHapy>XeHHbIe aTaku U
NHble KOHTpoIMpyemble cobbiTnA[38] [7].

2.3.7. Nopcucrtema ynpaBsieHUA KOMNMOHEHTaMM

NMopcucTtema ynpasieHNss KOMMOHeHTaMu npegHa3HavyeHa aaa yrpassieHna pasimyHbiMun
KOMMNOHEHTaMN CUCTeMbl ObHapyXeHuns aTak. 1o TEPMMHOM yrpaBaeHNA MOHUMAETCSH
BO3MOXXHOCTb MU3MEHEHUS MOJINTUKN Be30MacHOCTM AN Pa3/INYHbIX KOMMNOHEHTOB
cucTtembl OBHapyXeHUs aTak, a TakXXe nosiydeHne nHhopmaumm oT 3TUX KOMMNOHEHTOB.
YnpasneHne MoOXeT OCYLLEeCTBAATLCA KaK NMpy NoOMOLLN BHYTPEHHUX MPOTOKOJIOB U
NHTepdencos, Tak N NP NOMOLLM y>Xe pa3paboTaHHbIX CTaHOapToB, Hanpumep, SNMP
[39] [9].

2.3.8. ApxuTeKTypa cMcCTeM ObHapy>XeHus aTak

CuncTteMbl 06Hapy>XeHns aTak CTPOSATCS Ha OCHOBE ABYX apXUTEKTYP: «areHT-MeHea)xep»
N «aBTOHOMHbIV areHT». Bo BTOPOM cC/lydae Ha KaXk4blW 3alimuiaemMbli CErMeHT CeTU Nan
y3en yCTaHaBJIMBAOTCHA areHTbl CUCTEMbI, HE UMeloLL e BO3MOXKHOCTN obMeHa
MHopMaLmen Mmexay cobon, a TakXXe He UMelLmMe BO3MOXKHOCTU YNPaBaATbCA
LLEHTPaIM30BaHO C e NHON KOHCONN. [laHHbIX HEAOCTATKOB JIMWLEHa apXUTEKTypa
«areHT-meHen)xep». B ee cnyyae B pacnpeaeneHHom cucteme obHapy>xeHusa atak diDS,
COCTOSLLEN N3 MHOXXECTBA PACroJIOXKEHHbIX B pa3/iIn4yHbIX y4acTkax 6onbwon cetu IDS,
LLeHTpPaJibHbIN aHaIN3UPYIOWNIA CepBeEP N cepBepbl COopa AaHHbIX OCYLLECTBAAIOT
LLeHTpPasn30BaHHbIN aHann3 n cbop perncTpmpyemoix gaHHbIX. YpaBaeHne MoaynsaMu
dIDS ocyuwecTBnseTCca C UeHTpasbHON KOHCONM yrnpaBseHus. Ansa KpynHbIX
opraHu3auun, rae puananbl pasHeceHbl N0 pa3HbIM TEPPUTOPUAM U OaXKe ropoaam,
NCNOJIb30BaHME TAaKOM apXUTEKTYpbl UMeeT NpUHUUNUanbHoe 3Ha4YyeHne[40].

Obuwasa cxeMa hyHKUMOHMpPOoBaHMA dIDS npuBeneHa Ha pUcyHke 1.
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Puc. 1. ObLyas cxema pyHKLMOHMPOBaHNA pacripegeneHHon dIDS

HaHada cucTtemMa No3BonseT yCUANUTb 3alULLEHHOCTb KOPNOPaTUBHOM NOACETH
bnarogaps ueHTpanmnsaumm nHgpopmaumm o6 atake oT pasnnyHbix IDS. PacnpeneneHHas
cucteMma obHapyxeHusa atak dIDS cocTouT M3 caeayowmx NoACUCTEM: aHaINU3NPYIOLWNX
cepBepoOB, KOHCOJIN yrpaBseHuns, cepsepos cbopa nHpopmaunm ob aTake, areHToOB CeTU.
LleHTpanbHbIN aHanm3npywLwmn cepsep o0bbi4HO cocTonT n3 Web-cepsepa 1 6a3bi
OAHHbIX, YTO MO3BOJISET COXPaHATb MHPOPMaLMIO 06 aTakax N MaHUNYIMPOBaTb
AaHHbIMK C NoMoLblo yaobHoro Web-nHtepdenca. AreHT ceTn aBNsaeTCs 0gHUM U3
Hanbosee BaXkHbIX KOMNOHeHTOB dIDS. OH npeacTaBnseT cobon HeboNbLUYO NPOrpamMmmy,
LLesIbio KOTOPOW ABIAETCA MHpopMmpoBaHme 06 aTake Ha LeHTpasibHbIN
aHanusunpytowmnn cepep. Cepsep cbopa nHbpopmaumnm 06 aTake ABNAETCA YaCTbio
cuctemsl dIDS, kKoTopasa normveckn 6asmpyeTcsa Ha LEHTPASIbHOM aHaIN3UPYIOLLEM
cepBepe. Cepep onpenenseT napaMeTpbl, MO KOTOPbIM FPYNMUPYIOTCA MOJy4YEeHHbIE OT
areHToB CeTU AaHHble. FpynnNMpPoBKa AaHHbIX MOXET OCYLEeCTBASATbLCSA MO C/ieayoumnm
napamMmeTpam:

e MOPTY NOJsIy4aTens;
IP-agpecy aTakyoLiero;
haTte, BpeMeHu;
HOMepy areHTa;

TUNY aTaku;
npoTtokony[41] [6, 9].



2.4. MeToAbl pearmpoBaHus

ATaka He TOJIbKO A0J1KHa bbITb 06Hapy>XeHa, HO 1 He0bX0AMMO CBOEBPEMEHHO U
MpPaBW/IbHO CpearnpoBaTb Ha Hee. B CyLecTBYOLWMX CNCTEMAX NPUMEHSETCS LUMPOKNIA
CMeKTp METOA0B pearmpoBaHns, KOTOPbIE MOXKHO Pa3AennTb Ha TPU KaTeropum:

e COXpPaHeHue;
e YBE[OMJ/IEHUE;
e AKTUBHOE pearmpoBaHMe.

NMpMeHeHne TON NI MHOW peakunmn 3aBUCUT OT MHOrux akTopos[42] [10].

2.4.1. YBepoMneHue

CaMbIM LUMPOKO pacrnpoCTpPaHEHHbLIM U MPOCTbIM METOA0M YBEOOMJIEHUS ABNISAETCSH
oTnpaBJsieHne agMnHUCTpaTopy besonacHoCTM coobleHnn o6 aTake Ha KOHCOJIb
cucTtembl 0bHapyxeHusa aTak. [laHHas KOHCOJIb MOXKET BbiTb YCTaHOBJIEHA HE Y Ka>XKA0ro
COTPYAHWKA, KOTOPbIN B OpraHM3aunm oTeevyaeT 3a 6€30nacHOCTb, KpOMe Toro, AaHHbIX
COTPYAHUKOB MOryT MHTEpecoBaTb He BCe cobbITnsa 6e30nacHOCTK, N0 3TON NpUYnHEe
HeobXxoAMMO NPUMEHEHNE UHbIX MEXaHN3MOB yBeLOMJIeHUS. JaHHbIMU MexaHU3MaMu
MOryT ObITb OTNPaBAeHNe COOBLWEHNN Ha Nena)xxep, NO 3JIEKTPOHHOW NoYTe, no
TenedoHy nnm pakcy[43].

K KaTeropum yBegoM/IEHUN OTHOCAT Tak>Xe MOCbIJIKY YNpaBasoLwmnx
nocnenoBaTe/lbHOCTEN K APYrMM cucTeMaM, K npuMepy, K M3 nam Kk cuctemam ceTesoro
ynpasneHuna[44] [7, 10].

2.4.2. CoxpaHeHue

K KaTeropmm coxpaHeHnsa OTHOCATCA OBa BapWaHTa pearnpoBaHn4.

e BOCMpPOM3BEAEHNE aTakn B peasibHOM MacliTabe BpeMeHu;
e pernctpayna coboitns B 6ase gaHHbIX[45].

BTopoii BApUaHT LLUMPOKO PAacnpoCTPaHEH U B APYrnX cMcTemMax 3alinTbl. 4ns
peannsaunm NepBoro BapmaHTa 6biBaeT HEO6X0AMMO NMPOMNYCKATh aTaKYOLLEro B CeTb
KOMMaHuUn ans pukKcauum ero aencTenin. laHHbIn MeTo 4 NO3BONAET aflMUHUCTPATOPY



6e3omnacHocTu B HyaylieM BOCAPOU3BOANTL C 3a[aHHON CKOPOCThLIO WX B PpeasibHOM
MacliTabe BpemMeHn BCce OeNCTBUS, KOTOPbIE OCYLLLECTB/IEHbl aTaKyOLWMM,
aHa/IM3MPoBaThb yCMNellHble aTaky U NpPeaoTBpallaTh UX B AajIbHENLLEM, @ TaKXe
NCNob30BaTh cCObpaHHbIE AaHHbIE B npouecce pasbupatenscTsal46] [8, 9].

2.4.3. AKTUBHOE pearmpoBaHue

K LaHHOW KaTeropmm oTHOCATCA ciefytole BapnaHTbl pearupoBaHUs:

e 3aBepLUEHNEe CEeCCMU C aTaKYOLNM Y3/10M;
e 610KMpPOBKa PaboThl aTaKyoOLLEro;
e yrpaBJ/ieHneM ceTeBbiM 060pyJOBaHNEM U CPEACTBAMM 3aLNTbI[47].

IDS MOryT npensioXXnTb TakMe KOHKpPeTHbIe BapuaHTbl pearnpoBaHns: aBToMaTnyeckoe
3aBepLleHmne ceccmmn C aTakyrwmMm y3soM, 61IOKMpOBKa y4eTHOM 3annucuy aTakylouwero
nosb3oBaTens, peKoHpurypauma M3 n mapwpyTmsaTopoB 1 gpyrve nogobHbie. JaHHas
KaTeropus MexaHu3MoB pearmpoBaHuUs, LOCTaTOYHO 3PPEKTUBHA C OOHON CTOPOHbLI, HO
TpebyeT akKypaTHOro NCNOJIb30BaHNA C PYIrOM CTOPOHbI, TaK Kak HerpaBuibHOe
NPUMeHeHVe MOXXeT NPUBECTU K HapyLleHnto paboTocnocobHOCTN BCe KOPropaTUBHON
MHOpPMaLMOHHOW cucTemMbl[48] [6, 10].

3aKJi1louYeHue

BO/IbLUMHCTBO PAaCCMOTPEHHbIX HEAOCTAaTKOB COBPEMEHHOI0 0O6Hapy >XeHNsA aTak
SIBNAOTCA HEAOCTAaTKAMU, C KOTOPbIMU MOXKET CTOJIKHYTbCSl M0JIb30BaTeslb B peasibHbIX
KOMMbIOTEPHbIX CeTSAX. Bonbllas 4YacTb 3aMeyYaHuin o cTeneHn 3pPEKTUBHOCTA U
HepoCcTaTKax pa3pabaTbiBaeMbIX CPeACTB N METOA0B NMPOUCXOANT N3 NPAKTUKN
NCMNOJIb30BaHNA cUCcTeM 0OHapy)XeHUs aTak B peasibHbIX KOPNOPaTUBHbLIX MHTPAceTAX.

CyuwiecTBylowme nogxoabl K pelweHunto 3aaayqy obHapy>XeHnsa BTOP>KEHUI 3a4acCTylo
OT/IMYAOTCHA He TOJIbKO peasin3aumnen MeTonoB obHapy>XeHns, HO N CBOEN
APXUTEKTYpPON, TUNamm obHapy>XeHNa BTOPXKEHUIN U YPOBHEM AeTannsaumnn.
PasymeeTcs, y KaXX4on CNCTeMbl €CTb CBOM HeAOCTaTKM U A0CTONHCTBA. Ho, HecMoTps
Ha NOCTOSHHOE pa3BUTUE NMPUMEHSAEMbIX NPU pa3paboTke TexHoNormm obHapyxeHus
aTakK, 0 JIErKoCTn pa3BepTbiBAHUA, MOANDUKALUN N SKCMSyaTauum cuctem
obHapy>XeHuns BTOp)XeHUn NnpuaeTcsa 3abbiTh, BCe CyLeCcTByOLWME pa3paboTkm nmeT
TEeHOEHLUIO NINLWb K YCIOXKHEHUIO. TEXHOIOrMM B3JIOMa NOCTOAHHO COBEPLUEHCTBYIOTCH,



aTaKM pacnpoCcTPaHAITCA C 04eHb 6OJIbLLION CKOPOCTbLIO U CTAHOBATCA
KOMOBMHMPOBaAHHbLIMK, MO3TOMY K COBPEMEHHOMY OOHapy>XeHWI0 aTak BbIABUIalOTCH BCE
bonee cubHbIE N XXecTKue TpeboBaHMs.

Ecnun paccmaTpuBaTb MeToabl OOHapy>XeHUs aTak, TO, 04EeBUAHO, 4HTO OHW AO0J/IKHbI BbITb
peann3oBaHbl CUCTEMaMN, BKAOYaOWMUMN B ceba MHOXKECTBO MOAy/1en, KOTopble
peanun3yloT pa3/InyHble NoAX0oAbl — C YH4ETOM Pa3/IMyHbIX TUMOBbIX CEFrMEHTOB
3allMLlaeMbIX ceTen.

Takum obpa3oM, 0cobeHHOCTN 1 TpeboBaHNA COBPEMEHHbIX KOMMbIOTEPHbIX CETEN,
TakKue KakK NOBbILeHNEe HaeXXHOCTN CeTeln, nepapxmieckasa CTPYKTypa ceTen,
noBbllLeHne MOBUNBLHOCTN, pa3nnydHblie TpeboBaHMA K 6e30NacHOCTN — BCE 3TO
HakKMaAbiBaeT OTNe4YaToOK Ha NoAXodbl U TEXHONOINN, KOTOPbIE A0/IKHbI ObITh y)Xe
CerogHs peannsoBaHbl B cMcTeMax obHapy)xeHus aTak.

Moaxon K 0OHAPY)XEHUI0 CETEBbLIX BTOPXKEHMWI 1 BbIAB/IEHUIO NPU3HAKOB KOMMbIOTEPHbIX
aTakK Ha MH(POPMALIMOHHbIE CUCTEMbI MOJIOH YSI3BUMOCTEN M HEA0CTATKOB, KOTOPbIE
NO3BOJISIOT 3/I0HAMEPEHHbLIM BO3AEACTBUAM YCMNELIHO NPeoaosieBaTb CUCTEMbI 3aLLNTHI
nHpopMaumn. NMepexos K BbiSIBJIEHUIO NPeAnoCbI/IOK BO3HUKHOBEHUSA Yrpo3
NHMOPMALMOHHON 6€30MacHOCTY OT MOUCKa CUIFHATYpP aTak [AoJIXKeH crnocobcTBoBaTh
TOMY, 4TOObl B KOPHE U3MEHUTb OAHHYI0 CUTYaLMI0, COKPATUB ANCTAHLINIO OTCTaBaHUA B
Pa3BUTUN CUCTEM 3aLLMTbl OT CUCTEM UX MPEOA0JSIEHNS.

Tak>)xe Takol nepexon O0/KEH CNoCcO6CTBOBAThL NOBbLILLIEHMIO 3(HEKTUBHOCTH
ynpaBJieHs UH(OPMaLMOHHON 6€30MacHOCTLIO U, HaKoHeLl, 6o1ee KOHKPETHbIM
npuMepam rNpuMeHeHns PyKoBOASLLUNX U HOPMATUBHbBIX AOKYMEHTOB Y>XKe CTaBLUNX
CTaHaapTaMmu.
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